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Abstract— This paper presents a fast addition algorithm for the divisor class groups of genus three
hyperelliptic curves. This algorithm improves the most recently proposed Harley algorithm for genus
three hyperelliptic curves, which have brought up a noticeable progress since the well known Cantor
algorithm. In this paper, we extend the Harley algorithm to genus three curves. The computational
cost of the proposed algorithm is I + 81M for an addition and I + 74M for a doubling. (Here I and
M denote the cost of an inversion and a multiplication on the deﬁnition ﬁelds.) We also show the
implementation of the algorithm on Alpha 21264 / 667MHz, which takes 932 µs for a 160bit scalar
multiplication on a divisor class group.
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Introduction

In hyperelliptic curve cryptosystems, until recently
the Cantor [Can87] algorithm has been known as the
only fast algorithm for addition in the Jacobian varieties. This algorithm used the so-called Mumford’s
representation for divisors [Mum84] and based on a
functional ﬁeld analogy of composition and reduction
of quadratic forms. Since the Cantor algorithm was applied in cryptosystems, numerous researches have been
reported on improvement or speed-up of the original
Cantor algorithm. [Kob89, PS98, SSI98, SS98, Sma99,
Nag00].
A noticeable progress was made recently by the Harley
algorithm for genus two hyperelliptic curves [GH00,
Har00a]. This algorithm, while also with on Mumford’s representation, calculates the divisor addition in
a similar way to the chord-tangent law for addition of
Mordel-Weil groups of elliptic curves rather than using the quadratic forms of polynomials. Furthermore,
this algorithm made extensive use of fast algorithms
such as the Chinese remainder theorem, the Newton
iteration, and the Karatsuba multiplication for polynomial multiplication as well. As a result, the Harley
algorithm costs much less computation time than the
Cantor algorithm. It is known that the original Cantor
algorithm costs 3I + 70M for an addition, 3I + 76M
for a doubling [Nag00]. (Hereafter the I and M stand
for the cost of an inversion and a multiplication on
the deﬁnition ﬁeld.) The Harley algorithm only needs
2I + 27M for an addition and 2I + 30M for a doubling.
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The Harley algorithm is improved in [MCT01] which
costs 2I + 25M for an addition and 2I + 27M for a
doubling.
In this paper, we extend the Harley algorithm for
the genus two hyperelliptic curves to genus three hyperelliptic curves. It is known that when a genus three
curve is used, to obtain a cryptographically secure Jacobian variety, e.g. in a size of 160bits, a deﬁnition
ﬁeld of 55bits will be enough. Therefore, if a 64bit
CPU is used there is no need to use multiple precision
calculations.
For a genus three hyperelliptic curve, the original
Cantor algorithm needs 4I + 200M for an addition and
4I + 207M for a doubling [Nag00]. The algorithm proposed in this paper costs I + 81M for an addition and
I + 74M for a doubling. Moreover, the algorithm is
implemented on Alpha 21264 / 667MHz. The time for
an addition is 4.27 µs, a doubling 4.09 µs and a 160bit
scalar multiplication 932 µs.
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Preliminary

Let p be an odd prime other than 7, n a positive
integer, such that q = pn . A genus three hyperelliptic
curve C over Fq is deﬁned as
C : Y 2 = F (X),
F (X) = X 7 + f6 X 6 + f5 X 5 + · · · + f0 .

(1)
(2)

Here, fi ∈ Fq , disc(F ) = 0.
By birational transformation


f6
(X, Y ) → X + , Y
7
the C can be transformed into a hyperelliptic curve
with f6 = 0 which is isomorphic to C over Fq . Hereafter, we assume f6 = 0.

We denote for a point P = (x, y) on C, −P =
(x, −y), and the inﬁnite point of C as P∞ , and −P∞ =
P∞ . The points in the form of (x, 0) will be called as
a ramiﬁcation point.
A divisor D of C is deﬁned as following ﬁnite formal
sum of the rational points of C.

ordPi (D)Pi , ordPi (D) ∈ Z.
(3)
D=
Pi ∈C

Here, Pi is points on C. It is known that the set of
divisors D of C forms an abelian group.
The degree of a divisor D is deﬁned as follows.

ordPi (D)
deg D =

(4)

i

The set of degree zero divisors D0 forms a subgroup of
D.
Let f be a rational function on C, the divisor (f ) is
deﬁned as

(f ) =
vPi (f )Pi .
(5)
i

Here Pi are zeros or poles of f on C with the multiplicity vPi (f ). The (f ) is usually called as a principal
divisor. The principal divisors Dl form another subgroup of D0 .
The Jacobian variety JC of C is deﬁned as
JC = D0 /Dl .

(6)

When two divisors D1 , D2 ∈ D0 are linearly equivalent
in JC , we denote D1 ∼ D2 .
An element D in JC can be expressed as follows.



ordPi (D)Pi −
ordPi (D) P∞ , ordPi (D) ≥ 0
D=
i

i

(7)
Here for all i, j, Pi = −Pj .
Such
 divisors are called semi-reduced divisors.
i ordPi (D) is called as the weight of D [GH00].
In particular, a semi-reduced divisor whose weight is
no more than the genus is called a reduced divisor.
It is known that the elements of JC can be uniquely
represented by reduced divisor. Therefore, we will use
the reduced divisor in addition of JC . Further, it is
known that a semi-reduced divisor can be represented
by the following pair of polynomials [Mum84].
Definition 2.1. (Mumford’s representation)
D = (U, V ), U, V ∈ F̄q [X],

U=
(X − xi )ordPi (D) , Pi = (xi , yi ),
F − V 2 ≡ 0 mod U, deg V < deg U.

(8)
(9)
(10)

This polynomial representation of semi-reduced divisors is called Mumford’s representation [GH00]. The
genus three curves, a divisor D is reduced if deg U ≤ 3.
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Harley algorithm

In this section, we give a brief outline of the Harley
algorithm [GH00]. This algorithm is proposed for fast
addition of divisor class groups of genus two hyperelliptic curves, which generalized the chord-tangent law
of addition of the rational points on elliptic curves. A
main feature of this algorithm is a detailed classiﬁcation of the cases according to the properties of summand divisors. Then the computation procedures are
optimized for each case respectively in order to avoid
redundance and reach the highest eﬃciency. Besides,
it makes extensive uses of fast algorithms such as the
Chinese remainder theorem, the Newton iteration and
the Karatsuba multiplication of polynomials.
Take an example of D3 = (U3 , V3 ) = D1 + D2 . Then
in the ﬁrst place, divisor additions are classiﬁed into
diﬀerent cases according to the degree of U1 , U2 in the
Mumford’s representations of D1 = (U1 , V1 ) and D2 =
(U2 , V2 ). Then subcases are classiﬁed according to whether
U1 and U2 have a nontrivial common divisor by calculation of the resultant.
Below, we only describe the most frequent case when
the U1 and U2 are coprime. In this case, one at ﬁrst
computes a divisor D = (U, −V ) which is linearly equivalent to the sum divisor D3 . Then U = U1 U2 and V can
be found from (11) by the Chinese remainder theorem.
V ≡ V1 mod U1 ,
V ≡ SU1 + V1 mod U, S ∈ Fq [X].

(11)

Here,
S≡

V2 − V1
mod U2 .
U1

(12)

Now D is reduced to ﬁnd D3 . In doubling, the Newton
iteration is used in the place of the Chinese remainder
theorem.
This Harley algorithm in the most frequent case needs
2I + 27M for an addition, 2I + 30M for a doubling.
Further details of the Harley algorithm are referred to
[GH00, Har00a, MCT01].

4

Fast addition algorithm for genus three
hyperelliptic curves

In this section, we show an extension of the Harley
algorithm to genus three hyperelliptic curves.
4.1

Main Algorithm

As already mentioned in the section three, the Harley
algorithm classiﬁes the summand divisors into diﬀerent cases according to the weights of both divisors and
whether they have common factors. In that way, redundance is minimized for each subcase to raise the efﬁciency of whole computation. On the other hand, for
genus three case, the same strategy will lead to 6 cases
by the classiﬁcation of weights. Further classiﬁcation
according to common divisors will result in about 70
subcases. To develop diﬀerent procedures for all these
subcases will be ineﬃcient considering the size of the
program code and the complexity of control functions

for these conditional decisions.
Furthermore, in the additions on genus three hyperelliptic curves, the pairs of reduced summand divisors are almost always both with weight three and
coprime to each other. In the doubling, the most frequent case is doubling of a reduced divisor with weight
three and without ramiﬁcation points. Hence, we will
use Harley’s strategy for such the most frequent cases.
While for other cases, the Cantor algorithm will be
used. The main ﬂow of the algorithm for addition and
doubling is shown in Table 1 and Table 2 respectively.

Input
Output
Step
1
2

3

Reduced-divisor D1 = (U1 , V1 ), D2 = (U2 , V2 )
Reduced divisor D3 = (U3 , V3 ) = D1 +D2
Procedure
IF weights of D1 ,D2 are three then
Compute r = resultant(U1 , U2 );
IF r = 0 then
Compute D3
by frequent case addition algorithm.
Compute D3 by Cantor algorithm.

Thus another reduction (in the Step 9, 10) is needed to
obtain reduced D3 = (U3 , V3 ).
Here the Ut is computed with the method shown in
[MCT01]. Besides, in the step 6 of the Table 3 and the
step 7 in the Table 4, the multiple inversion technique
[Coh93] is used.
The overall cost for the most frequent case is then
I + 81M for an addition, I + 74M for a doubling.
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Implementation and comparison

The proposed algorithm is implemented on Alpha
21264 / 667MHz. The deﬁnition ﬁeld is Fp where p =
261 −1. The computation timings for addition, doubling
and scalar multiplication are shown in Table 5. The
scalar multiplication used sliding-window with window
width 4 [MvOV97], the scalar is chosen as a random
160bit integer. We use NTL [Sho01] for the implementation of the Cantor algorithm.
addition
4.27 µs.

doubling
4.09 µs.

scalar mul.
932 µs.

Table 5: Performance results on Alpha 21264 / 667MHz
Table 1: Addition ( Main ﬂow )

Acknowledgement
Input
Output
Step
1
2

3

Reduced-divisor D1 = (U1 , V1 )
Reduced divisor D2 = (U2 , V2 ) = 2D1
Procedure
If weight of D1 is three then
Compute r = resultant(U1 , V1 );
IF r = 0 then
Compute D2
by frequent case doubling algorithm.
Compute D2 by Cantor algorithm.

Table 2: Doubling ( Main ﬂow )

4.2

The most frequent case algorithm

Below, we show the algorithm for the most frequent
case. This algorithm also combined the techniques used
to improve the original Harley algorithm for genus two
case [MCT01, MDMCT02]. The outline and computation costs for each step are shown in Table 3 and Table
4, for the addition and for the doubling respectively.
In the genus two case, both addition and doubling
need once reduction to obtain the output divisor D3 =
(U3 , V3 ). In the genus three case, however, both need
twice reductions. To take the addition as an example,
by the ﬁrst reduction (in the Step 7, 8) one obtains
Dt = (Ut , Vt ). Since when s2 = 0,
2
2
Ut = s−2
2 ((S U1 + 2SV1 )/U2 − (F − V1 )/(U1 U2 ))
(13)

is a monic polynomial of the fourth degree. By deﬁnition Dt = (Ut , Vt ) is just a semi-reduced divisor.

The authors wish to thank Dr. Kazumaro Aoki for
valuable suggestion on this research.
A part of this research was supported by Telecommunications Advancement Organization of Japan (TAO).

Input
Output
Step
1

Weight three coprime reduced divisors
D1 = (U1 , V1 ) and D2 = (U2 , V2 )
A weight three reduced divisor D3 = (U3 , V3 ) = D1 +D2
Procedure
Compute the resultant r of U1 and U2 .
If r = 0 then D1 and D2 have a linear factor in common,
and call Cantor algorithm.

2

3

Compute I1 = i12 X 2 + i11 X + i10 ≡ r/U1 mod U2 .

4

Compute rS = rs2 X 2 + rs1 X + rs0 ≡ (V2 − V1 )I1 mod U2 . (Karatsuba)

5

If rs2 = 0 then D3 should be weight two or one,
and call the exclusive procedure.

Cost
18M

—
3M
11M

—

6

Compute S = s2 X 2 + s1 X + s0 = r −1 (rs2 X 2 + rs1 X + rs0 ).

7

2
2
Compute Ut = s−2
2 ((S U1 + 2SV1 )/U2 − (F − V1 )/(U1 U2 )).

19M

8

Compute Vt = −(SU1 + V1 ) mod Ut . (Karatsuba)

12M

9

Compute U3 = (F − Vt2 )/Ut .

8M

10

Compute V3 = −Vt mod U3 . (Karatsuba)

3M

I + 7M

I + 81M

Total

Table 3: Addition for weight three coprime divisors on a genus three HEC ( Frequent case addition algorithm )

Input
Output
Step
1
2

A weight three reduced divisor D1 = (U1 , V1 )
without ramification points
A weight three reduced divisor D2 = (U2 , V2 ) = 2D1
Procedure
Compute the resultant r of U1 and V1 .
If r = 0 then D1 is with a ramification point,
and call Cantor algorithm.

Cost
15M

—

3

Compute I1 = i12 X 2 + i11 X + i10 ≡ r/V1 mod U1 .

3M

4

Compute T1 = t12 X 2 + t11 X + t10 ≡ (F − V12 )/U1 mod U1 .

7M

5

Compute 2rS = 2rs2 X 2 + 2rs1 X + 2rs0 ≡ I1 T1 mod U1 . (Karatsuba)

6

If 2rs2 = 0 then D3 should be weight two or one,
and call the exclusive procedure.

11M

—

7

Compute S = s2 X 2 + s1 X + s0 = (2r)−1 (2rs2 X 2 + 2rs1 X + 2rs0 ).

8

2
2
Compute Ut = s−2
2 (((SU1 + V1 ) − F )/U1 ).

9

Compute Vt = −(SU1 + V1 ) mod Ut . (Karatsuba)

10

Compute U2 = (F − Vt2 )/Ut .

7M

11

Compute V2 = −Vt mod U2 . (Karatsuba)

3M

Total

I + 7M
9M
12M

I + 74M

Table 4: Doubling for weight three reduced divisor on a genus three HEC ( Frequent case doubling algorithm )
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